Streaming
Cryptography




Streaming Cryptocraphy

Streaming Model (simplest, aka “online model”)

single passes

single streams
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Streaming Cryptocraphy

Streaming Model (simplest, aka “online model”)

single passes

single streams

- small working memory




Streaming Cryptocraphy

Streaming Model (generalized)

small total #passes

constant #Zstreams
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Streaming Cryptography




Streaming Cryptography

® Can we
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Streaming Cryptography

® Can we compute

[ [
cryptographic primitives (OWF/F RG)
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Impossibility







Possibility

Surprise
OWVF based on

Factoring/DRLC

O(l) streams, O(l) #passes,
Cannot even do O(log n) work mem
Multiplication

| stream, O(|) #passes,

NO OWF/PRG
O(log n) work mem




Surprise
OWEF based on

Factoring/DRLC

O(l) streams, O(|) #passes,
O(log n) work mem

How is this possible!?










Previous Result
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Our Result




Our Result

depth(C) size(C)= #gates (D (D




Our Result

-laraness assumptions in
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ur Result

Haraness assumptions in NC
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factoring, 1ecoding handom L.inear Code, DJi1screte LLogarithm




Other Results

® Streaming OWF => Streaming PRG
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Ongoing Work







